[Ipunoxenue 2 k mpukKaszy
MynununaibsHOro o011eo0pa3oBaTeIbHOTO YUpEKACHUS

«ToH1IaeBcKast cpeHss MKOIa»
ot 25.09.2018 Ne 01-02/285

HHonuTnka nHGOPMANMOHHOK 0€30IACHOCTH
MyHUIIMTIAJIBHOT0 00111€00Pa30BaTEeJILHOI0 YUPeKACHUS
«ToHmaeBckasi cpeqHsAs MIKOJIA»

1. O0mue moJ10KeHUSA

1.1. [Tonutrka nH(pOpMaIIMOHHON 0e3omacHOCTU MyHUIHANBHOTO
oO1reo0Opa3zoBarebHOrO0  yupexkaeHusi «ToHIIaeBckass CpeaHss IIKoday (namee —
Yupexnenue) omnpenenser Ledd U 3aJa4d CHUCTeMbl oOecriedeHus: WH(OpMaImoHHOM
O6eszonacHoctu (manee - MB) m ycraHaBIuMBaeT COBOKYIMHOCTH TIpaBWJI, MPOILEAYD,
NPAKTHYCCKUX TPUEMOB,TPCOOBAaHMI M PYKOBOJSAIIMX NPHHIMIOB B oOmactu Ub,
KOTOPBIMHU PYKOBOJICTBYIOTCSI YUaCTHUKHU 00pa30BaTEIbHBIX OTHOLICHUHN YUpexKAeHUS.

1.2. OcunoBuas 1enp llomutnku Wb VYupexnenus — 3ammra uHPOpMAIUU
VYupexaeHusi, KoTopasi IpeaycMaTpuBaeT MPUHATHE HEOOXOIUMBIX MEp B LEJSAX 3aLTUTHI
uHGOpMAIIMK OT CIY4allHOTO WM TNPEeJHAMEPEHHOTO H3MEHEHHUS, PACKPBITUA WIU
YHUUTOXKEHHS, a TakkKe B IeNIX COOJIOACHUS, LEJOCTHOCTH M JOCTYMHOCTH U
uHopManum, oOecCleueHusl Tpoliecca aBTOMAaTU3UPOBAHHONW 0OpaOOTKM MaHHBIX B
yIpaBIICHUH.

1.3. Tlomutuku Wb VYwupexnenus obs3atenbHa JUisi  COOMIOACHH  BCEMU
COTPYAHUKAMU Y UPEKICHUA.

2. leanb u 3agaun Honutukn Ub Yupexnenns

2.1. OcuoBubiMu 1ienamu [lonutuku Wb sBastores:

- cOXpaHeHne KOH(DHUICHIINATbHOCTH KPUTUIHBIX HHPOPMAIIMOHHBIX PECYPCOB;

-00eCrieueHre  HEMPEPBIBHOCTH  JOCTyna K  WHGOPMAIIMOHHBIM  pecypcam
YupexneHus;

- 3ammMTa IMEIOCTHOCTH HWH(MOpMAIMU C TENBI0 TOAJCPX)AHUS BO3MOXKHOCTH
YapexaeHus: Mo OKa3aHWI0 YCIYr BBICOKOTO KadecTBa W NPHUHATHIO A(H(HEKTUBHBIX
YIIPABICHYECKUX PEIICHUN;

- IOBBIIICHHUEC OCBCIOMIICHHOCTH IIOJIb30BaTENICH B 00JIaCTH PHUCKOB, CBA3daHHBIX C



MH()OPMAIIMOHHBIMU pecypcaMu Y UpeKICHHUS;

- ONpejesieHUE CTENEeHU OTBETCTBEHHOCTH U O0O0S3aHHOCTEH COTPYAHUKOB TIO
oOecreyeHunIo nHHOpMaMOHHONW 0€30MaCHOCTH B YIIPABJICHUH;

- TIOBBIIIEHUE YPOBHS 3(P(HEKTUBHOCTH, HEMPEPHIBHOCTU, KOHTPOJIUPYEMOCTH MEP
I10 3al1uTe OT peanbHbIX yrpo3 Ub;

- IpeIOTBpaIleHUE W/ WU CHIDKEHUE yiepOa oT nniuaeHTos Ub.

2.2.0OcHoBHBIMH 3agadyamMu nonutuku b asnsrorcs:

- pa3paboTka TpedoBanuii o obecneuenuto Nb;

- KOHTPOJIb BBITIOTHEHUS YCTAHOBJICHHBIX TpeOboBaHui 1o obecneuenuto Ub;

- noBbIIeHHE Y PEKTUBHOCTH, HENIPEPHIBHOCTH, KOHTPOIUPYEMOCTH MEPONPUITUI
o obecrneueHuro u nojaaepkanuio Ub;

- pa3paboTka HOPMATUBHBIX TOKYMEHTOB 11 obecnieueHuss Ub Yupexnenus;

- BBISIBJICHUE, OIICHKA, MPOTHO3WPOBAHKE U MpEIOTBpalleHne peanusainuu yrpo3 b
YupexneHus;

- OpraHu3alys aHTUBUPYCHOM 3aIIUTHl HH(POPMALIMOHHBIX PECYPCOB Y UPEKICHUS;

- 3amuTa uHGOpPMAIMK YUpEXKICHUsS OT HECAaHKIIMOHWPOBAHHOTO JIOCTyma (Hanee-
HCJl) 1 yreukn no TEXHUYECKUM KaHajlaM CBSI3U;

- OpraHu3anus TEePUOJUYECKOM TPOBEPKH  COOJO/IeHHU  WHGOPMAIIMOHHOM
0e30MacHOCTH € TMOCJEIYIONIMM TPEACTABICHUEM OTYeTa IO pe3yibTaraM YKa3aHHOU
IPOBEPKU JUPEKTOPY Y UPEIKICHHUS.

3. KonnenryajibHasi cxeMa obecneyeHusi ”HGOPMAIMOHHOI 6€30MACHOCTH

3.1. [lonutuka Wb HampaBneHa Ha 3amUTy WHGOPMAIIMOHHBIX PECYpPCOB (AKTHBOB)
OT Yrpo3, UCXOASIIUX OT MPOTUBOMPABHBIX JACHUCTBUM 3JI0YMBIIIJIEHHUKOB, YMEHbIICHUE
PUCKOB M CHUKEHHE MOTEHLIMAIBHOTO BpeJa OT aBapuil, HEMPEIHAMEPEHHbBIX OIIUOOYHBIX
JCHUCTBUN COTPYIHHUKOB YUPEKICHUS, TEXHUIECKUX COOEB aBTOMATHU3HPOBAHHBIX CHCTEM,
HEMPaBWIbHBIX TEXHOJOTMYECKUX M OPraHU3alMOHHBIX PELICHU B Mpolieccax MOUCKa,
coopa xpaHeHHs, OOpaOOTKH, TPENOCTABICHHUS W pACIpOCTpaHEHUS HHPOPMAINH U
obecrieueHune 3(hGHeKTUBHOTO U OecriepeOoNHOr0 mpoIiecca eI TeIbHOCTH.

3.2. HanOonpmmmu BO3MOXHOCTAMHU [IJI1 HaHECeHus yiiepOa oOjamaeT
nepcoHan YupexaeHus. Puck aBapuil M TEXHHMYECKHX COOEB B aBTOMATHU3UPOBAHHBIX

CUCTCMaAX OIPCACIIACTCA COCTOAHUCM allllapaTHOI'O 06ecnequI/I;1, HaJCKHOCTBKO CUCTEM



HSHEProcHaOXXEeHHUs M  TEJIEKOMMYHHUKalui, KBalu(ukanuend COTPYAHUKOB U  HX
CIIOCOOHOCTBIO K aJIEKBATHBIM U HE3aMELJIMTENbHBIM JIEUCTBUAM B HELITATHOW CUTyallUU.

3.3. Crparerusa  obecneuenuss b Yupexnenus 3akitodaercss B UCIOJb30BAaHUU
3apaHee pa3pabOTaHHBIX Mep MPOTUBOJAEWUCTBUS aTakaM 3JIOYMBIIUICHHUKOB, a TaKkKe
MPOrpaAMMHO-TEXHUYECKUX M OPTraHU3alUOHHBIX PEIICHUM, MO3BOJSIOIIUX CBECTH K
MUHHUMYMY BO3MOHBIE€ MOTEpU OT TEXHUYECKHX aBapuil U OIMOOYHBIX JEHCTBUMI
COTPYIHUKOB YUPEKJICHUS.

4. OcHOBHbIE NPUHIMIIBI 00ecniedyeHUus1 ”HGOPMAIIMOHHO 0e30MaCHOCTH
4.1.0cHoBHBIMH NpuHLIMIIaMH obecniedenus: Ub:

- MIOCTOSIHHBIA U BCECTOPOHHMI aHAJIU3 aBTOMATHU3MPOBAHHBIX CUCTEM U TPYJOBOTO
npolecca ¢ 1eblo BBISIBICHUS YSI3BUMOCTH MH(POPMALIMOHHBIX aKTUBOB Y UpEKICHUS;

- CBOEBPEMEHHOE OOHapy>KeHHE MpOoOJieM, MOTEHIIUAILHO CIOCOOHBIX MOBIUATH HA
Wb, koppeKTUpOBKa MOJIENIEN YTPO3 U HAPYILIUTES;

- pa3paboTKa ¥ BHEIPEHHUE 3aIUTHBIX MEP;

- KOHTPOJIb 3 (PEKTUBHOCTU TPUHUMAEMBIX 3aIIUTHBIX MEP;

- IEpCOHU(UKALIUA U Pa3JeICHHe POJIed U OTBETCTBEHHOCTH MEXY COTPYIHUKAMU
VYupexnaenus 3a odecrieuenue Vb ncxoauT M3 mpuHIUIIA EPCOHATBHON U €IMHOJIMYHON
OTBETCTBEHHOCTH 3a COBEPIIAEMbIE ONIEPALUU.

5.00LeKThBI 3a1UTHI

5.1.00bekTamu 3amuThl ¢ TOYKH 3peHus b B ynpaBieHun SBistoTCs:

- ”H()OPMAITMOHHBII TTpoIiecC MPOGECCUOHATBHON AEATETHbHOCTH;

- H(OPMALIMOHHBIC AKTUBBI Y UPEKACHHUS.

5.2.3amumaemas H”HGOpMAIHS IEIUTCSA Ha CIETYIOIUE BUADL:

- uHpopMaIys Mo (UHAHCOBO-?PKOHOMUYECKON e TENIbHOCTH;

- HNepCcoHaNbHbIE  JaHHble - J00asgs  uHQOpMalMsi, OTHOCAIIAsCA K
OTIpEeICTICHHOMY WM OMNPEJENIIeMOMY Ha OCHOBAHMU Takod MHpopManuu (HU3HMUECKOMY
iy (CyOBeKTy MepCOHANBHBIX JAHHBIX), B TOM YHCJE €ro (pamMuins, UMs, OTIYECTBO, IO/,
Mecsl, Jara M MECTO pOXKACHHUA, aIapec, CEMEHHOE, COLMAIbHOE, HMMYIIECTBEHHOE
MoJIOXKEeHUEe, oOpa3zoBanue, npodeccusi, T0XObl, Ipyras HHGOpMaIs;

- apyrast uH(popmarus, He OTHOCSALIASICA HU K OJHOMY M3 YKa3aHHBIX BbILIE BUIOB,

KoTopas oTMedeHa rpudom «/is ciyxedHoro nosib3oBanus» win «KoHpuaeHnanbHo.
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6. TpeGoBaHus 10 MH(POPMALUMOHHO 0€30MACHOCTH

6.1. B oTHOIIEHHH BCEX COOCTBEHHBIX WH()OPMALMOHHBIX AKTUBOB YUpEXKICHHS,
AKTUBOB, HaXOJSIIMXCS IMOJI KOHTPOJIEM YUpEeXICHUS, a TaKKe aKTUBOB, HCIOJIb3yEeMBbIX
JUISL TIONMyYeHHs J1OoCTyna K HHPPaACTpyKType YupexiaeHus, AOJKHA OBITH OmpelesieHa
OTBETCTBEHHOCTh COOTBETCTBYIOIIETO COTPYIHUKA Y UPEKIACHUSI.

Nudopmainusi 0 cMeHe BIIaJIeNblIeB aKTUBOB, MX PACHpPEACIICHUH, U3MEHEHHUSX B
KOH(UTYpallii ¥ HWCIOJb30BAaHUU 3a TMpelaesiaMu YUpeKJIEHUs JIOJKHA JOBOJUTHCS MO
CBEJICHUS JUPEKTOpa YUpEeKICHUS.

6.2. Bce paboTel B npenenax YUpexIeHUs JTOJKHBI BBITIOJHATHCS B COOTBETCTBUU C
opHUIIUATTEHBIMUA JTOJDKHOCTHBIMU OOSI3aHHOCTSIMHM TOJBKO Ha KOMIIBIOTEPAX, Pa3pelIeHHbIX
K UCTIOJIb30BAHUIO B YIIPABJICHUMU.

6.3. Bce nmannbie (KOH(MUICHIIMANBHBIE WM CTPOro KOH(UACHIIMATBHBIE),
COCTABJISIONMINE TalHYy YUpexkACHUS W XpaHSANIUMECS Ha JKECTKHX JIHUCKaX IMOPTAaTUBHBIX
KOMIIBIOTEPOB, JOHKHBI OBITH 3alI(PPOBAHBI.

6.4. Buensix oOecreyeHus: CaHKIIMOHMPOBAHHOTO JOCTYyMa K HWH()OPMAIMOHHOMY
pecypcy, JoO00W BXOJ B CHUCTEMY JOJDKEH OCYIIECTBISATHCA C HCIOJIb30BAHUEM
YHUKAJIBHOTO UMEHH T0JIb30BATENS U NApOJIA.

6.5. Tlonmp3oBarenu mOIKHBI PYKOBOJCTBOBATHCA PEKOMEHIALMAMH TI0 3aIlluTe
CBOETO TapoJjisi Ha JTafe €ro BbhIOOpa W MOCIEIYIONIETO HMCIOJIb30BaHUS. 3ampeniacTcs
CO00IIaTh CBOM Mapoib APYTUM JIMIIAM WIIU TIPEIOCTaBISATh CBOIO YUETHYIO 3aITUCh JIPYTHUM
JUIaM, B TOM YHUCJIE YJI€HAM CBOECH CEMbU U OJIM3KUM.

6.6. Briporiecce cBoeit paboOThl COTPYAHHKHA OOs3aHBI TIOCTOSIHHO WCIIOJIB30BATh
pexuM "ODKpaHHOUN 3acTaBKU" C MapoOJbHOW 3aIUTOW. PexkomMeHJyeTcs yCTaHaBIMBAaTh
MaKCUMaJIbHOE Bpemsi '"mpocTod" KOMIbIOTEpPA A0 MOSBJICHUS 3KPaHHOM 3aCTaBKU HE
nonbuie 15 MuHYT.

6.7. Kaxaplii cOTpyaHUK 00s3aH HEMEIJICHHO YBEIOMHUTH TUPEKTOpa 000 BCEX
CIIy4asix MpeAOCTaBICHUS IOCTyNa TPETHUM JIMLIaM K pecypcaM KOpIOpaTUBHOM CETH.

JlocTyn TpeTbUX JIUIl K UHPOPMAIIMOHHBIM CHUCTEMaM YUpEeXIEHUS JOJKEH ObITh
00yCJIOBJIEH MPOU3BOJACTBEHHOW HEOOXOAUMOCThIO. B CBSI3M ¢ ATUM, MOPANIOK JOCTyMa K
MH()OPMALIMOHHBIM pecypcaM JOJKEH ObITh YETKO OMPEAEIICH, KOHTPOJIUPYEM U 3aIUIIECH.

6.8. CoTpynHHKaM, UCTIOJIB3YIOIIUM B pa00Te MOPTATUBHBIC KOMITBIOTEPHI



VYupexaenusi, MOXeT OBbITh MPEJOCTaBICH YAAJICHHBIA JOCTYN K CETEBBIM pecypcam
VYupexaeHuss B COOTBETCTBUM C MPaBaMH B KOPIOPATUBHON MHPOPMALIMOHHON CUCTEME.

6.9. CoTpyanukam, paboTaromuM 3a TpeaeiaMu YUpeKJIeHUs] ¢ UCIOJIb30BaHUEM
KOMIIBIOTEpA, HE MPHUHAJJICKAIIETO YIPaBICHUIO, 3alpelieH0 KOMUPOBAHUE JTaHHBIX Ha
KOMITBIOTEP, C KOTOPOT'O OCYIIECTBIISICTCS yAAJICHHBIN TOCTYII.

6.10. CoTpyaHUKH, UMEIOIIME MPaBO YJIAJICHHOrO J0CTyma K WH(OpPMalMOHHBIM
pecypcaMm YupexeHus, J0HKHBI cOOMoAaTh TpeOOBaHKEe, UCKITIOYAIOLIEe OJHOBPEMEHHOE
MOAKIIOYEHUE UX KOMIThIOTEpA K CETH YUPEKICHUS U K KaKUM-TUOO JIPYTUM CETSIM, He
MPUHAJICKAINM Y UPEKICHUTO.

6.11. Bce KOMMBIOTEPHI, MOJKIIOYAEMbIE IOCPEACTBOM YIAJIECHHOTO JOCTyHa K
UHOOPMAIIMOHHONW CeTU YUpeXIeHHUs, [OJDKHBI HMETh IMPOrpaMMHOEe obecredueHue
AHTUBHUPYCHOM 3aIlIUTHI, UMEIOIIEe MTOCIeAHNE OOHOBIICHHUS.

6.12. Jloctym k cetu MHTEepHET 0OecrieunBaeTCsl TOJIBKO B TPOU3BOICTBEHHBIX IEIISIX
¥ HE MO>KET UCIOJIb30BAThCS ISl HE3aKOHHOM JI€SITETbHOCTH.

PexomMeH10BaHHbIE TIPaBHIIA:

- COTpYAHMKAM pa3pemiaeTcsi UCIOoJb30BaTh ceTh MHTEpHET TOJNBKO B CIIY>KEOHBIX
HEJSIX;

- 3ampemiaercs mocemnieHrue adoro caiita B cet MHTEpHET, KOTOPBIM CUUTACTCS
OCKOpPOHTENIbHBIM  JIJIS  OOIIECTBEHHOTO MHEHHS WM  COACPKHUT  HH(pOpMaIuio
CEKCYaJIbHOTO XapakTepa, MporaraHay pacoBOd HEHABUCTH, KOMMEHTApHUHM MO TOBOAY
Pa3TUYHsI/IPEBOCXOICTBA MOJIOB, TUCKPEIUTUPYIONINE 3asIBICHHS UM MHBIE MaTEpPHAIBI C
OCKOpOUTENHHBIMUA BBICKAa3bIBAHUSMHU TI0 TOBOJY YbEr0-IMO0 BO3PACTa, CEKCYaTbHOM
OpUEHTAIIMW,  PEJIUTHO3HBIX WM  MOJUTUYECKUX  YOEXKACHUM,  HAIMOHAIBHOTO
MIPOMCXOXKCHUS WA HEJIEECTIOCOOHOCTH;

- COTPYOHUKM HE JOJDKHBI HCHOJIb30BaThb ceTh VHTEepHET i1 XpaHeHus
KOPIOPATUBHBIX TaHHBIX;

- COTpPYIHHMKaM, HMEIOIIMM JIMYHbIE Yy4YETHbIE 3allUCH, MPEJOCTaBICHHbIC
nyOJIMYHBIMU TIPOBaiiepaMu, HE pa3peliaeTcs MOJb30BaThCd MMHU Ha OO0OpYAOBaHUU,
MpUHAJJIEKAIIEM YIIPABICHUIO;

- COTPYAHUKHU TMepell OTKPHITUEM WM pacnpocTpaHeHueMm (aiiaoB, MOTYYEHHBIX

qcpe3 CCTh HHTCpHCT, AOJKHBI IPOBEPUTH UX HA HAJIMYHUC BUPYCOB,



- 3ampenieH jaoctyn B VHTepHer uepe3 ceTb YupexAeHUs IJs BCEX JUL, HE
ABJIAIOIIMXCA COTPYJHUKAMHM YUpPEXKIEHUs, BKJIIOYAs WIEHOB CEMbH COTPYIHHKOB
YupexaeHus.

6.13. CoTpyAHUKHA AOJKHBI MOCTOSSHHO TMOMHHUTH O HEOOXOJAMUMOCTH OOECIeUeHUs
¢uznueckoir Oe3omacHOCTH OOOPYJOBaHUS, Ha KOTOPOM XpaHUTCA HHGPOpMAaIUL
YupexaeHus.

6.14. CotpyaHukam 3aMpenieH0 CaMOCTOSITEIbHO HM3MEHATh KOHQUTYpalUIo
anmnapaTHOro U MPorpaMMHOro o0ecreyeHusl.

Bce xkommbioTepHOE 00OpymoBaHHME (CEepBEphl, CTAIMOHAPHBIE M TMOPTATHUBHBIC
KOMIIBIOTEPHI), mepudepuitHoe o0opyAoBaHUE (HAmpuUMep, HNPUHTEPbl U CKaHEpPHI),
akceccyapbl (MaHUIYJIATOPHl THUNA "MBIIIB", IAPOBbIE MAHUMYJIATOPHI, AMUCKOBOMBI JJIs
CD-auckoB), KOMMYHUKAIIMOHHOE OOOpyJoBaHUe (Hampumep, (akc-MoJIeMbl, CETEBbIE
ajanTepbl M KOHLIEHTPATOPHI), NI LieJIed HACTOSIIeH MOJMTUKM BMECT€ HMEHYIOTCS
"kommbloTepHoe obOopynoBanue". KommbioTepHoe 000pynoBaHuEe, MPEIOCTaBICHHOE
yIpaBJICHUEM, SIBISIETCS €ro COOCTBEHHOCTbIO M TPEIHA3HAYEHO [Isl HKCIIOJIb30BaHUSA
UCKIIFOUUTEIBHO B IPOU3BOJCTBEHHBIX LeNaX. Kaxaplii COTpyAHUK,  MOJYYMBIIMM B
MOJIb30BaHUE TOPTATUBHBIM KOMIBIOTEpP, OOsS3aH NPHUHATH HAIJEXKAIIUE MEphl IO
00€eCIeYEHUIO €r0 COXPAHHOCTH.

6.15. Bce  xommbrOoTEpHI JODKHBI 3aAIIUINATHCA MapojieM IMPHU 3arpy3Ke CUCTEMBI,
aKTUBALIMU IO TOpsiYed KJIABUIIM U MOCJE BBIXOJa U3 pekuma "DKpaHHOM 3acTaBku'". [[ns
YCTAaHOBKM PEXHUMOB 3aIlIUThl IOJB30BaTENb JIOJDKEH OOpaTUThCS K CHCTEMHOMY
aAMHUHUCTpaTOpy. JlaHHbIE HE JOJDKHBI OBITh CKOMIIPOMETHPOBAHBI B CIIydae XalaTHOCTU
WM HEOPEeXKHOCTH TpuBenmed K morepe oOopynoBanus. Ilepen yrtunuzammeit Bce
KOMIIOHEHTBl 00OpYJOBaHHUS, B COCTAaB KOTOPBIX BXOJST HOCUTENM JaHHBIX (BKJIrOYas
KECTKHE JAHCKH), HEOOXOAMMO MpPOBEPSATh, YTOOBI YOEIUTHCS B OTCYTCTBHM Ha HHUX
KOHQUACHIMATIBHBIX JaHHBIX U JIMIEH3MOHHBIX NPOAYKTOB. JIOMKHA BBIMOIHITHCS
npoueaypa QopmMaTHpOBaHUS HOCHUTENCH HHQPOpMAIMK, HCKIIOYAKONMas BO3MOXXHOCTh
BOCCTaHOBJICHHSI TAHHBIX.

6.16. [Ipu 3amucu kakoW-uO0 wWHGOpPMAIMKM HA HOCUTENh JUIsl Tepenadu
CyObEeKTaM, y4acTBYIOIIUM B MH(POPMALIMOHHOM OOMEHE, HEOOXOAMMO yOEeIUTHCS B TOM,

4YTO HOCHUTCIIb YUCT, TO €CTh HC COACPIKUT HUKAKUX MHBIX JaHHBIX. HpOCTOG



nepedopMaTUPOBAHUE HOCUTEIS HE Ja€T rapaHTHH TOJTHOTO YAAJICHUS 3aITMCAaHHON Ha HEM
uH(pOpMaIH.

6.17. IlopTsl nepegayn JaHHbix, B ToM uucie FDD u CD nuckoBoasl B
CTAIlMOHAPHBIX KOMITBIOTEPAX COTPYAHUKOB OJIOKUPYIOTCS, 3a UCKIIOYCHUEM TEX CIIydaes,
KOTJIa COTPYAHUKOM TOJIYYSHO pa3pelieHre Ha 3aliCh CUCTEMHOTO aIMUHUCTPATOPA.

6.18. Bce nporpamMMHOe oOecreyeHue, YCTAaHOBJIEHHOE Ha MPEJOCTABICHHOM
yIPaBJICHUEM KOMIIBLIOTEPHOM O00OPYIO0BaHUU, SBISICTCS COOCTBEHHOCTHIO YUPEKICHUS U
JIOJI’KHO HCIIONTh30BATHCS UCKIIFOUUTEIILHO B MTPOU3BOJACTBEHHBIX IEIISX.

6.19. Cotpynnukam 3ampeniaeTcss yCTaHABIMBAaTH Ha MPEJOCTABICHHOM B
MOJb30BAaHUE  KOMITBIOTEPHOM  OOOpYNOBaHMHM  HECTAaHAAPTHOE,  HEIMIIEH3MOHHOE
nporpaMMHOE 0OecIieueHHe MM MPOrpaMMHOE OOecTieueHre, HE UMEIOIIee OTHOIICHHS K
UX TPOU3BOJACTBECHHOW JIEATEILHOCTH. EcCaM B XOAC BBIIOJHCHHS TEXHUYECKOTO
oOcimyxuBaHust Oyner OOHAapyKEHO HE pa3pelieHHOe K YCTaHOBKE IPOTPaMMHOE
oOecrieueHue, OHO OyneT yHajaeHo, a COOOIIEHHWE O HapylIeHUH OYyJeT HampaBlIEHO
HENOCPEJICTBEHHOMY TUPEKTOPY Y UpEKICHUSI.

6.20. Ha  Bcex MOPTaTUBHBIX KOMIIBIOTEpAaX JOJKHBI OBITh YCTAaHOBJICHBI
IpOrpaMMbl, HEOOXOIUMBIE JJI OOECTICUeHHsI 3alTUThl MH(DOpMAIUu:

- IEPCOHAIBHBIN MEKCETEBOM IKPaH;

- aHTUBHPYCHOE MPOTrpaMMHOE 00eCTieYeHHE;

- IporpaMMHOE o0ecIieueHre MUuPPOBAHUS KECTKUX TUCKOB;

- IpOrpaMMHOE oOecTieueHre Mu(POBaHUS TOYTOBBIX COOOIICHUN.

6.21. Bce kOMIBIOTEpHI, MOJKIIOUYEHHBIE K KOPIOPATUBHOW CETH, TOJDKHBI OBITH
OCHAILEHbl CUCTEMOW AaHTUBUPYCHOM 3aIUTHI.

6.22. CoTpyIHUKHN HE JTOJDKHBIL:

- OJIOKMPOBATh aHTUBUPYCHOE MPOTPaAaMMHOE 00€CTICUeHUE;

- yCTaHABIIMBATh IPYTrO€ aHTUBUPYCHOE IPOTPAMMHOE 00ECTICUCHUE;

- U3MCHSTh HACTPOMKM ¥ KOH(PUTYypamuioo aHTUBHPYCHOTO MPOTPAMMHOTO
o0ecrieueHusl.

6.23. DnexkTpoHHBIE COOOIICHUS JTOJDKHBI CTPOTO COOTBETCTBOBATH CTAaHIApPTaM B
oOnacTu AenoBo ATHKU. Mcmonb3oBaHWE SJIEKTPOHHOW MMOYTHI B JIMYHBIX IENAX HE

nonyckaercs. COTpyJHUKAM 3alpeliacTcsl HapaBiiaTh KOHOUICHIIMATBHYI0 HHPOPMAIUIO



YupexxaeHusi o 3MeKTPOHHON mouTe 0e3 MCIONIb30BaHus cucteM mudpoBanus. CTporo
KoHUACHINAIbHAs WHpOpMalus YUpeKICHHs, HU TpPU KaKUX OOCTOATENbCTBAX, HE
MOJIICIKUT TEPEChUTKE TPETHUM JIMIIAM T10 3JIEKTPOHHOM MOUTe.

6.24. Ucnionb3oBaHue  COTPYIHUKAMU yOJIUYHBIX ITOYTOBBIX AIIUKOB
AIIEKTPOHHON TOYTHl OCYIIECTBISETCS TOJBKO IMPH COTJIACOBAHMM C OTBETCTBEHHBIM 3a
oOecrieyeHue 0O€30MacHOCTH HMHGPOPMAIMU TPU  YCIOBUUM NPUMEHEHUS MEXaHU3MOB
MU POBAHUSL.

6.25. CotpynHuku YupexaeHUs Ajisi 0OMEeHa TOKYMEHTaMHU JIOJIKHBI MCIOJb30BaTh
TOJILKO CBOM O(UIIMATBHBIN aJIpec JIEKTPOHHOU MOYTHI.

6.26. CooO1eHus, mepechlyiagMble O 3JIEKTPOHHOW IOYTEe, MPEJCTaBISIOT COOOM
TIOCTOSTHHO HCIIOJIB3yEeMBIi WHCTPYMEHT JUISL JIEKTPOHHBIX KOMMYHHUKAIIUN, HMEIOIIUX TOT
KE CTaTyc, 4TO M MHChbMa U (HhaKCUMWIBbHBIE COOOIICHUs. DIIEKTPOHHBIE COOOIIECHUS
MOJUIEKAT TAaKOMY JK€ YTBEP)KIECHHUIO M XPAaHCHHIO, YTO W MPOYUE CPEICTBA MHCHMEHHBIX
KOMMYHUKAIIUH.

B nensx npegorBparieHuss OumOOK Mpu OTIPABKE COOOIIEHUN MOJIb30BaTeNN TEpet
OTIIPABKOW JTOJDKHBI BHUMATEJIBHO MPOBEPUTH MPABUIBHOCTh HAMKMCAHUS UMEH U aJIPECOB
nonydareneil. B ciayuyae mnonydeHuss cOOOIIEHMS JIMIIOM, BHUMAHUIO KOTOPOTO 3TO
cooOleHne He TpeAHA3HAYaeTCs, TaKoe COOOIIeHHe HeoOXOoaUMO TIeperpaBUTh
HEMOCPEJICTBEHHOMY Toiy4aTento. OTnpaBUTENb AJIEKTPOHHOTO COOOIEHHUs, JOKYMEHTa
WIM JIMIIO, KOTOPOE €ro MepeajpecoBhIBACT, JOJDKEH YKa3aTh CBOe HMS U (aMUIIHIO,
CIIy>K€OHBIN aZpec U TeMY COOOILIEHHUS.

6.27. He nomyckaeTcs mpy UCIIOJIb30BaHUS AIEKTPOHHOMN MOYTHI:

- pacchlIKa COOOIEHUH JIMYHOTO XapakTepa, HCMHOIb3YIOMIUX 3HAUYUTEIbHbBIE
PECYpCHI JIIEKTPOHHOMN MOYTHI;

- pacchUIKa peKJIaMHBIX MaTepHaJIOB;

- TIOJNUCKAa HAa pPAacChUIKy, Yy4YacTHE B JHUCKYCCHUSIX U TOJOOHBIE YCIYTH,
MCIIOJIB3YIOIINE 3HAUNTENBHBIE PECYPCHI SJEKTPOHHON MOYTHI B TUUHBIX HENAX;

- IONCK W YTEHHE COOOIICHWU, HAMpPaBICHHBIX APYTUM JUIaM (HE3aBHCHMO OT
croco0a uX XpaHeHus);

- TepechbUlKa JIOOBIX MaTepuajoB, KaK COOOIICHWH, Tak W MPHIOKEHHUH,

COACPIKAHNEC KOTOPBIX ABJIACTCA IPOTUBO3aKOHHBIM, HerHCTOP’IHBIM, 3JIOHAMCPCHHLBIM,



OCKOpPOUTENIbHBIM, YTPOXKAIOIIUM, KIEBETHUYECKUM, 3JIOOHBIM WU CIHOCOOCTBYET
MOBEACHUIO, KOTOPOE MOXXET pacCMaTpUBaThCAd KaK YTrOJOBHOE TPECTYIUICHHE WU
aIMUHUCTPATUBHBIN MPOCTYIIOK JTHOO MPUBOIUT K BOSHUKHOBEHHUIO TPaXKTAHCKO-TIPABOBOM
OTBETCTBEHHOCTH, OSCITOPSIKOB HJIM TPOTUBOPEUHUT CTAHIAPTaM B 00JIACTH dTUKH.

6.28. OO6bemM mnepechUlaeMOro COOOIICHHS] IO 3JEKTPOHHOW MOYTE€ HE JOJDKEH
npeBbIaTh 2 MOair.

6.29. Bce mnosb3oBaTeNd AOMKHBI OBITH OCBEIOMJIEHBI O CBOEH 0O0SI3aHHOCTH
coo0I1IaTh 00 M3BECTHBIX WM TOJ03PEBACMbBIX MMHU HapymieHusx Wb, a Taxke TOKHBI
OBITh TIPOMH(OPMHUPOBAHBI O TOM, YTO HU TPHU KaKUX OOCTOSATEIHCTBAX OHU HE JIOJDKHBI
NBITATBCS  MCIIOB30BAaTh CTaBIIME WM HW3BECTHBIMH  CJIa0ble CTOPOHBI  CHUCTEMBI
0€30IacCHOCTH.

6.30. B cllyyae KpaXku TEePEHOCHOTO KOMIIbIOTEpa CIIEyeT He3aMeIUTEIbHO
COOOIINTh CHCTEMHOMY aJIMUHUCTPATODPY.

6.31. Ectu umeeTcss MOAO3PEHHE WM BBIABICHO HAJIWYWE BUPYCOB HIJIM HWHBIX
pa3pylIUTEIbHBIX KOMIBIOTEPHBIX KOJOB, TO Cpa3zy MOCJie UX OOHAPYKEHHUs COTPYIHUK
00s13aH:

- IPOUH(POPMHUPOBATH AAMUHUCTPATOPA;

- HE TI0JIb30BAThCS M HE BBIKJIIOYATH 3aPA’KEHHBIN KOMIIBIOTED;

- HE TOJICOEANHATh 3TOT KOMIBIOTEP K KOMIIBIOTEPHOU CETH YUPEKIEHUs J0 TeX
nop, Noka Ha HeM He OyJeT MpOM3BEACHO yAalieHHe OOHApYKEHHOIO0 BUpPYCa M TOJHOE
AHTUBUPYCHOE CKaHUPOBAHUE.

6.32. Kondunennuansueie BCTpeuM (3acefaHusi) IOJKHBI MPOXOAUTH TOJIBKO B
3aIIUIIEHHBIX TEXHUUYECKUMHU CPEJICTBAMU HHPOPMAIIMOHHOM 0€30MacHOCTH TTOMETIICHUSIX.

6.33. YuacTHuKaM 3acejaHMi  3ampelniaercss BXOAUTh B IMOMEUIEHUS C
3aMKCHIBAIOINICH ayAHO/BHIICO ammapaTtypod, Qoroanmaparamu, paauoTeneoHaMu U
MOOWIBHEIMU TeneoHaMu 0O€3 MPeaBapUTEIBLHOTO COTJIACOBAHUS C aJIMHHHCTpAIUCH
YupexaeHus.

6.34. Aymuo/Buneo 3ammch, (ortorpadupoBaHHE BO BpEeMsS KOH(DHUICHIIMATBHBIX
3aCE€JaHuil MOXET BECTH TOJBKO COTPYAHUK YUPEXKICHHS, KOTOPBIM OTBEYAeT 3a
MOATOTOBKY 3aceaHusi, IIOCJIE TOJMYyYEHHUS IMHUCHbMEHHOTO pa3pelieHuss PyKOBOIUTEIS

rpyHaibl Oprann3aliid BCTPCUU.



10

6.35. JlocTyn y4acTHUKOB KOH(MHACHIIMATBLHOTO 3acelaHus B MOMEIICHUE JJIsi €ro
MIPOBENICHUS OCYIIECTBISACTCS HAa OCHOBAaHWUU YTBEPXKICHHOTO TEPEYHs,, KOHTPOJb 3a
KOTOPBIM BEJIET JIULIO, OTBEUYAIOILIEE 3a OPTaHU3ALMIO BCTPEUH.

6.36. CoTpyaHukam 3amperniaeTcs:

- HapymaTh THOOPMAIIMOHHYIO 0€30ITaCHOCTh U PabOoTy CeTH YUpPEeKICHUS,

- CKAaHUPOBATH MOPTHI WIIH CUCTEMY O€30TIaCHOCTH;

- KOHTPOJIUPOBATh pa0OTY CETH C MIEPEXBATOM JaHHBIX;

- TOJIy4aTh JOCTYN K KOMIIBIOTEPY, CETH WM YYCTHOW 3amUCH B 00XOJ CHCTEMBI
UACHTH(UKAIIUH TTOJTH30BATENS WIIH 0€301TaCHOCTH;

- WCIIOJNB30BaTh JIFOOBIE TMPOTPAaMMBI, CKPHWIITBI, KOMAaHJbl WM T[epeaaBaTh
COOOIICHHS C IIeJIbI0 BMEIIAThCsl B PabOTy WM OTKJIIOYUTH MOJIH30BaTENs OKOHEYHOTO
YCTPOMCTBA;

- TepeaBaTh HHPOPMAIIUIO O COTPYIHUKAX WU CITUCKH COTPYIHUKOB YUpPEKICHUS
MOCTOPOHHUM JIUIIAM;

- co3/1aBaTh, OOHOBIISATH WM PACIPOCTPAHATH KOMIBIOTEPHBIE BUPYCHI W IPOUYHE
pa3pyluTeIbHOe MPOrpaMMHOE oOecIieyeHue.

6.37. OTBETCTBEHHOCTb 32 COXPAaHHOCTh JIAaHHBIX HA CTALIMOHAPHBIX U MOPTATHUBHBIX
MEPCOHATBHBIX KOMITBIOTEPAX JIEKUT HA TOJIH30BATEISIX.

6.38. HeoOxoammo peryisipHo Jies1aTh pe3epBHbIE KOIMMH BCEX OCHOBHBIX CIIYKEOHBIX
JAHHBIX ¥ TIPOTPAMMHOT0 00€CTICUeHUS.

6.39. Tonbpko ceTeBOil aAMUHUCTPATOP HA OCHOBAHUU 3aBOK COTPYIHHKOB MOXKET
co3laBaTh M YJAISITh COBMECTHO HCIIOJNIB3YEMBIE CETEBBIE PECYpPChl U TAIMKH OOIIETO
MOJIb30BaHUS, a TAKKE YIPABJIATH MOJTHOMOYHSIMH JIOCTyTa K HUM.

6.40. Corpynnuku UMEIOT TIPaBO CO37aBaTh, MOAUMDHUIMPOBATH W YAAIATH
daiinpl ¥ AUPEKTOPUU B COBMECTHO HCIIOJIB3YEMBIX CETEBBIX pecypcax TOJBKO Ha TeX
ydacTKaX, KOTOPHIC BBIJCICHBI JIMYHO JJI HUX, JJIT UX PAO00YMX TPYII WK K KOTOPHIM OHU
MMEIOT CAaHKITMOHUPOBAHHBIHN JTOCTYTI.

6.41. Bce 3asBKM Ha TPOBEICHHWE TEXHUYECKOTO OOCITY)KHMBAHHS KOMIBIOTEPOB
JIOJIKHBI HATIPABJISATHCS CUCTEMHOMY aJIMHHHCTPATODPY.

6.42. Bce omepanuoHHBIE TPOIEAYPHl W TPOLEAYPHl BHECCHHS] W3MCHCHHHA B

I/IH(I)OpMaHI/IOHHBIC CUCTCMBI 1 CCPBUCHI AOJIXKHBI OBITh JOKYMCHTHPOBAHBI U
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COTJIACOBAHHBI C CUCTEMHBIM aIMUHUCTPATOPOM.
7. Ynpasienne HH(pOPMALHMOHHOH 0€30MaCHOCTHI0

VYnpasnenue Wb mikosnsl Bkiro4aeT B ceOsi:

- pa3paboTKy U NMojAepKaHue B akTyallbHOM cocTtossHuu [lonmutuku UB;

- pa3paboTKy M MOJAACpKaHUE B aKTyaIbHOM COCTOSTHUA HOPMATUBHO-METOUYECKUX
JIOKyMEHTOB 110 obecnieyenuto Ub ;

- obecrieueHue OecrniepeOOHOrO PYHKIIMOHUPOBaHUS KoMILiekca cpeacTB Ub;

- OCYIIIECTBJIEHUE KOHTPOJIsl (MOHUTOpPUHTA) GYHKIIMOHUPOBaHUS cuctembl Ub;

- OLICHKY PUCKOB, CBA3aHHBIX ¢ HapyueHusmu Ub.

8. Peanu3anus noiuTHKH MHGOPMAIMOHHOI 6€30NaCHOCTH

Peanuzammsa Ilomutukn Wb  ocymecTBigeTrcss Ha OCHOBaHMM  JOKYMEHTOB,
PETVIAMEHTUPYIONTUX  OTJACJIbHBIC  MPOLEAYpbl M MpoIecchl  MpodhecCHOHAIBHOM
JEATEILHOCTH B YIPABJICHUH.

9. Mopsinok BHeceHus1 usMeHeHuil u nononenuii B llonuruxky Ub

Buecenne wsMenenud u gonoiHeHui B Ilommtuky Wb mpousBoauTcs HE pexe
OJIHOTO pa3a B TPU rojia ¢ LEIbI0 IPUBEICHUS B COOTBETCTBUE OmpeaenaeHHbIX [lomuTukoi
3alIUTHBIX MEP pealbHBIM XKU3HEHHBIM YCJIOBUSAM U TEKYIIMM TpEeOOBaHUSM K 3allUTe
uHdOpMaIHH.

10.KonTpoas 3a cobaoaenuem Ioantukn Ub

10.1. Tekyumid KOHTPOJB 3a COOJIFOZICHWEM BBHITIONIHEHUsT TpeOoBanuil [lomuTruku
Wb Bo3naraerca Ha COTPYIHUKA, HA3HAYEHHOT'O IPUKA30M JUPEKTOPa Y UpEKICHHUS.

10.2. lupekTop Ha peryiasipHON OCHOBE pacCMaTPUBAET PEeAM3aALUI0 U COOJIIOICHUE
oTAenbHbIX ToJIokeHu [lommtukn Wb, a Takke oCymIeCTBIAET MOCIEAYIOIMN KOHTPOJIIb

3a COOJTIO/ICHHEM €€ TPEOOBAHMIA.

[TpunsTO ¢ yueToM MHEHHS megarorudeckoro copera (Ilpotokon ot 25.09.2018 Ne 12)



